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"You wouldn't
neglect to lock
your front door
just because
you have a small
house, would
you? In the same
way, you need to
make sure that
your SME cannot
be penetrated
by would-be
criminals."

HOW
SECURE
ISYOUR
BUSINESS?
BY PIETER SCHOLTZ

WHAT ARE THE RISKS?

Malware:

WHY SMEs?
Cryptocurrency

Data

breaches

attacks

particularly damaging because of the

sensitive nature of the information. If this
falls into the public domain, companies
stand to lose credibility and may lose
further business because of their
tarnished reputations.

WHAT CAN YOU DO?

Now you know the risks and understand
that the size of your business is no
protection against cybercriminals, it's time
to take action.
» Be aware. Your very ﬁrst step should
be to ensure that your emplo yees also
understand the risks and, more than

this, that they understand the signs of
malware and how it is spread.
» Don't skimp on cybersecurity. Think of
it this way: you wouldn't neglect to lock
your front door just because you have
a small house, would you? In the same
way, you need to make sure that your
SME cannot be penetrated by would-

be criminals. An anti-virus programme
is yourﬁrst line of defence. Make sure
you instal a reputable one and update
it as required; after all, an out-of-date

programme is just as ineffective as a
non-existent one. You then need to
instal a ﬁrewall. This ensures that your
network is safe at all times. It's also

impor tant that emplo yees who are
working remotely cannot log into the

network unless they are working on a
secure VPN. Next, turn your attention to
your website. Are there any weaknesses
that leave you and your customers
vulnerable to attack? Remember to
check in from time to time to make sure
that there are no new developments

in this regard. Finally, back-up all data
on your system regularly. The loss of
information can have devastating effects
for a small business, so physical backups (check ed to make sure the data is
not infected) can provide invaluable
protection in the case of a breach.
» Practice, practice, practice! Implement
a drill so that you know what to do in the
case of an attack.
» Invest in insurance. If you experience
a data breach, you may ﬁnd yourself
liable for legal fees and other losses. Ask
your insurance company about speciﬁc
policies to protect you against such
eventualities.
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